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Confidentiality & Data Protection Policy 
​  
 
Volunteers and staff are bound by requirements for confidentiality and data protection. We 
take great care to protect your information as part of our data protection responsibilities.  
 
During your time with BiG KIDS you may have access to information of a confidential nature. 
This could be as simple as having access to a person’s details which you may be adding to a 
database, or overhearing a member of staff talking with a volunteer on the phone.  
 
When someone gives us confidential information, they need to know that we will not pass 
this information on to anyone else without their prior permission. 
 
Any volunteer/donor/newsletter receiver/baby bank client details are kept in a password 
protected database  
 
The ONLY exception to this is if you have been party to information which raises a concern to 
you. For example: a child protection issue. You must then share this with your supervisor 
and the Safeguarding Officer on safeguarding@bigkids.org.uk  
 
 

Fundraising 

We will ensure that our fundraising complies with the Data Protection Act and Information 

Commissioners Office guidelines and also the Fundraising Regulator guidelines including, if 

applicable, direct marketing and Privacy and Electronic Communications Regulations.  We 

will respect the privacy and contact preferences of our donors. 

 

The ICO’s “charitable purpose soft opt‑in” allows us to send fundraising emails, texts, and 

similar messages without explicit consent, but only in tightly defined circumstances. In 

practice, we can rely on it where someone has actively engaged with our charity – for 

example by donating, volunteering, or expressing clear interest in our work – and we 

collected their contact details directly at that point. The communication must be solely 

about our own charitable purposes (such as fundraising appeals, campaigns, or 

volunteering), and not about other organisations or commercial activity. 

 

To use this lawfully and safely, we will build compliance into how we collect and use data. 

We will give individuals a clear and simple opportunity to opt out when we first collect their 

details, and we will repeat that opt‑out option in every message we send. We will not use 

contact details obtained from third parties, including fundraising platforms or purchased 

lists. 
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Data Sharing 

  

We only share personal data where there is a clear lawful reason to do so, such as delivering 

services, meeting legal requirements, or working with trusted partners. Before sharing, we 

check that it is necessary and proportionate, and that appropriate safeguards are in place. 

We never share data for unrelated purposes and always respect individuals’ rights and 

expectations. 

  

Third Party Processors 

  

Sometimes we use external organisations (such as IT providers for newsletters please see 

Mailchimp Data Processing Addendum Preview) to process data on our behalf. We make 

sure these organisations only act on our instructions and have appropriate contracts in place 

to protect personal data. We also carry out basic checks to ensure they have suitable 

security and data protection standards.  

 

Data Breach 

A breach is more than only losing personal data.  It is a breach of security leading to the 

accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 

personal data.  

We will investigate the circumstances of any loss or breach, to identify if any action needs to 

be taken.  Action might include changes in procedures, where there will help to prevent a 

re-occurrence or disciplinary or other action, in the event of negligence. 

We will notify the ICO within 72 hours, of a breach if it is likely to result in a risk to the rights 

and freedoms of individuals. If unaddressed such a breach is likely to have a significant 

detrimental effect on individuals. For example: 

·       Result in discrimination. 

·       Damage to reputation. 

·       Financial loss. 

·       Loss of confidentiality or any other significant economic or social disadvantage. 

 

  
Confidentiality Statement 
 
By agreeing to this statement in the “Declaration of policy agreement”, you understand that 
while carrying out your role with BiG KIDS you may come across information that is 
confidential. You agree that you will not disclose this information to anyone other than your 
supervisor or the Safeguarding Officer as required.   
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https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/
https://mailchimp.com/legal/data-processing-addendum/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-law-enforcement-processing/personal-data-breaches/

